Stenographic Transcript
Before the

CAUCUS ON
INTERNATIONAL NARCOTICS CONTROL

UNITED STATES SENATE

THE ROLE OF THE FEDERAL GOVERNMENT IN
ATTACKING THE FINANCIAL NETWORKS OF CARTELS

Tuesday, July 12, 2022

Washington, D.C.

ALDERSON COURT REPORTING
1111 14TH STREET NW
SUITE 1050
WASHINGTON, D.C. 20005
(202) 289-2260
www.aldersonreporting.com



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

CONTENTS
St at enent  of
Openi ng St atenent of Senator Wit ehouse
St atement of Senator G assley
Statenent of Brian E. Nel son,
Under Secretary for Terrorism and
Financial Intelligence,
U S. Departnent of the Treasury
St atenment of Anbassador Todd D. Robi nson,
Assi stant Secretary, Bureau of I|nternational
Nar coti cs and Law Enforcenent Affairs,

U S. Departnent of State

www.trustpoint.one
www.al dersonreporting.com

Page

12

18

800.FOR.DEPO
(800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

THE ROLE OF THE FEDERAL GOVERNVENT | N ATTACKI NG THE
FI NANCI AL NETWORKS OF CARTELS

Tuesday, July 12, 2022

U S. Senate
Caucus on International Narcotics Control

Washi ngton, D.C.

The caucus net, pursuant to notice, at 2:00 p.m, in
Room SD- 215, Dirksen Senate O fice Buil ding, Hon. Shel don
Wi t ehouse, chairman of the caucus, presiding.

Present: Senators Whitehouse [presiding], Blunenthal,

Hassan, G assley, and Cornyn.
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OPENI NG STATEMENT OF SENATOR VWHI TEHOUSE

The Chairman. Consider us virtually gaveled in. |
want to thank the witnesses for attending. This is a fully
renote hearing. | just got off 9 days of COVID. So | am
very, very sensitive to making sure we keep ahead of this.
That was not a thrill.

Sol will lead wth an opening statenent. Chuck, we
can then turn to you for an opening statenent. W wl|
then hear fromthe two witnesses, and we will go on to QRA
if that is all right?

So, drug cartels like kleptocrats and other crimnals
skirt U S laws and exploit regulatory gaps to | aunder and
protect the proceeds of their crines, and they do that in
an international dark econony that facilitates nuch evil in
the world. The U S. nust do nore to expose and di smantle
the cartels' finances and these international dark econony
net wor ks.

First, we need to better understand the nmagnitude of
narcotics-related illicit finance and howit fits into the
i nternational dark econony. The Ofice of National Drug
Control Policy prioritized dismantling the financi al
networks of cartels in its 2022 National Drug Control
Strategy, but we currently lack a systemto track
narcotics-related illicit finance investigations across the

various National Drug Control Program agenci es.

www.trustpoint.one 800.FOR.DEPO
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As a result, we don't have a credible estinmate of the
narcotics-related funds | aundered through the U S.
financial system and we don't know if our efforts to
counter those networks are effective. The Justice
Departnment can renmedy this by collecting information on all
rel evant investigations and prosecutions.

Second, we nust insist on better efforts in partner
nations to defend their institutions fromcorruption and
ensure narcotics traffickers are successfully prosecuted.
To that end, Co-Chair Grassley and | wote to Treasury,
urging it to use the attache and Iiai son prograns
aut hori zed by the Fiscal Year 2021 National Defense
Aut hori zation Act to deploy to allied countries experts
wi th experience in narcotics-related illicit finance. Wak
efforts and even outright support of the dark econony
shoul d have both di plomati c and trade consequences.

Third, we should strengthen effective prograns to
conbat trade-based noney |l aundering, |ike the part of
Honel and Security's Trade Transparency Units. The
Departnment has agreenents with 18 partner nations, which
let U.S. |law enforcenent and their international
counterparts generate actionable | eads agai nst crimna
organi zations involved in trade-based noney | aunderi ng.
Costi ng about $200, 000 each to inplenent, Trade

Transparency Units are net revenue raisers and shoul d be

www.trustpoint.one 800.FOR.DEPO
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expanded and encouraged to share data with relevant U. S.
counterparts to the extent allowabl e under bil ateral
agreenents.

Fourth, we nust close | oopholes cartels use to |aunder
their illicit proceeds, for instance, in the real estate
sector, or with investnent advisers, or even via stored
value instrunents like gift cards. The adm nistration
shoul d start by naki ng geographic targeting orders
per manent, nationw de, and applicable to commercial real
estate; by inposing reporting requirenents on investnent
advi sers; and by inplenenting a final rule subjecting
stored value cards to cross-border reporting requirenents.

Congress can hel p strengthen and noderni ze our anti -
noney | aundering framework. Co-Chair Gassley and | have
i ntroduced the Conbati ng Money Laundering, Terrori st
Fi nance, and Counterfeiting Act of 2022 to increase
penalties for comonly used noney | aundering nmethods I|ike
bul k cash snuggling and tax evasi on and provi de additi onal
tools to keep up with newer techni ques such as those used
by Chi nese noney | aundering organi zati ons.

And finally, we need to nmake better use of sanctions.
Through the Russian Elites, Proxies, and A igarchs Program
and the Kl ept oCapture Task Force, we have seen the power of
sanctions. | ampleased that the Ofice of National Drug

Control Policy in its 2022 National Drug Control Strategy
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calls to increase the nunber of individuals and entities
targeted as transnational crimnal organization enablers
t hrough sanctions by 365 percent by 2025. Good. Go get
‘em

Cartels who exploit our financial system and those who
enable themto do so are conplicit in the nearly 108, 000
drug overdose deaths that occurred in the United States in
2021. It is both a health and a national security
| nperative that the Federal Governnent di smantle the vast
i nternational dark econony that enables drug trafficking
organi zations' illicit finance.

| ook forward to hearing fromour w tnesses about
their agencies' respective roles in doing so. However, |
must note ny di sappointnent with the Departnent of Justice
for its refusal to provide a witness for this hearing
despite anple notice. As the sole prosecuting agency for
narcoti cs and noney | aundering cases, its testinony woul d
have been valuable to this caucus. This seens to be an
unfortunately persistent problemfor the Departnent, very
different from ot her executive agenci es.

And with that, | turn it over to Co-Chair G assley.

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF SENATOR GRASSLEY

Senator Grassley. First of all, M. Chairman, | want
to agree with you on what you just said about the Justice
Departnment not here, coming to this hearing. It is too
often that we get that as an answer not only for our drug
caucus neeting, but also sonetinmes for the Judiciary
heari ng.

Today's hearing offers us a very good opportunity to
conti nue our focus on drug trafficking organizati ons and
how to conbat them The revenue generated by cartels is
very, very massive, the illicit drug markets valued in the
hundreds of billions of dollars per year and, of course,
with no sign of slow ng down.

Once cartels get their hands on dirty noney, it is
very qui ckly noved and | aundered so crimnals can profit
fromtheir crinmes, and they do profit. The dirty noney
cartels count on is part of a larger international
financial network. Cartels are known to be partners with
pr of essi onal noney | aundering organi zati ons, including
those based in China, to execute and profit fromtheir
crimnal schenes.

Drug trafficking organi zations al so | aunder noney
t hrough Anerican financial systens in new ways -- e-
comrerce, cryptocurrency, convoluted shell conpanies.

Foll owi ng and targeting the noney is an inportant piece of

www.trustpoint.one 800.FOR.DEPO
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the fight against cartels and the scourge of drug
trafficking, but we can't mnimze the inportance of drug
enforcenent and stopping the supply of drugs into our
country. After all, noney |aundering doesn't exist w thout
drug trafficking.

Qur drug crisis has been fueled by a steady fl ow of
deadly drugs, including fentanyl, com ng across our
borders. Just this weekend, a record 5,000 pounds of neth
was seized in southern California, and the results are then
that tens of thousands of overdose deaths in America each
year happen.

Precursor chemcals for lethal drugs |like fentanyl and
nmet hanphet am ne are produced in China, shipped to Mexico,
where these cartels in Mexico make the fentanyl. The
deadly drugs are then taken across the Sout hwest border,
where they are distributed throughout our great country.

This triangle of deaths anong China, Mexico, and the
United States show that organized drug traffickers don't
respect or stop at international borders because if they
did, they wouldn't be successful. So we find them pushing
their deadly trades. Dirty drug noney al so notivates and
enpowers cartels to commt crines that is and are nore
vi ol ent and spreads corruption.

Drug trafficking organi zati ons use dirty noney to buy

aerial drones so that they can fly deadly drugs across our

www.trustpoint.one 800.FOR.DEPO
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border, which is why | introduced the bipartisan Drone Act
of 2022 to conbat this new threat, which our coll eague
Senat or Hassan co-sponsors. It is clear that we need nore
tools to fight sophisticated transnational crimna
organi zations. W can do this by nodernizing and
strengt hening our |laws to beef up drug enforcenent and
noney | aundering tools.

Earlier this year, | reintroduced a piece of
| egislation I entitled Conbati ng Money Launderi ng,
Terrorist Finance, and Counterfeiting Act. | amglad to
say that Senator \Witehouse is nmy Denocratic | ead sponsor
and that Senator Cornyn is an original co-sponsor. This
| egi slation will inprove | aw enforcenent [audio
mal functi on].

Senator Grassley. -- here today are wi tnesses from
two agencies, the State Departnent and the Treasury
Departnent. | amthankful to Senator Whitehouse for

arrangi ng these witnesses to be here.

| al so appreciate Senator \Witehouse and | coordinated

to have a DQJ witness here, but they refused. | am
di sappointed that the Departnent of Justice, the key
Federal agency charged with investigating and prosecuting
drug noney | aundering crines, refused to send a witness to
this inportant hearing.

Thank you to our witnesses. Thank you to Chairnan

www.trustpoint.one 800.FOR.DEPO
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Wi t ehouse for this hearing. | look forward to the
testinony and opportunity to ask questions.

The Chairman. Thanks very nuch, Co-Chair G assley.

And | amdelighted to see Senators Bl unenthal and
Cornyn have joi ned us.

Il will now take a nonent to introduce our two
W tnesses. Brian Nelson is the Under Secretary for
Terrorismand Financial Intelligence at the Departnent of
the Treasury. Prior to joining Treasury, he was the chief
| egal officer at the Organizing Committee for the 2028
A ynpi ¢ and Paral ynpi ¢ Ganes and previously served in
governnent as the senior policy adviser, policy chief, and
general counsel in California's Departnment of Justice,
where maybe they send sonebody to show up for hearings at
the | egi sl ature.

Anyway, he oversaw key national security initiatives,
I ncluding efforts to conbat transnational crim nal
organi zations -- highly relevant to this hearing --
di smantl e human trafficking networks, and build State and
i nternational partnerships to stop noney | aundering and
hi gh-tech cri nes.

I wll call on you in one second, Brian, but | want to
al so i ntroduce Anbassador Todd Robi nson, who is the
Assi stant Secretary for the Bureau of Internationa

Nar coti cs and Law Enforcenent Affairs at the State

www.trustpoint.one 800.FOR.DEPO
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Department. Anbassador Robi nson has served in a nunber of
capacities at the State Departnent, including as senior
adviser for Central Anerica in the Bureau of Western
Hem sphere Affairs; as the charge in Caracas, Venezuel a;
and as the U S. Anbassador to the Republic of Guatemala, a
position previously held many, nmany years previously by ny
grandfather, when they called it "mnister" and not
" Anbassador . "

And because of Anbassador Robi nson's Rhode I sl and
hi story, | had the honor of introducing himfor his hearing
for that position. So | amexcited to see himback here
and acknowl edge himas a career mnister in the State
Depart nent.

Under Secretary Nel son, why don't you go first for

5 mnutes, and then we wll turn to Anbassador Robi nson.

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)
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STATEMENT OF BRI AN E. NELSQN, UNDER SECRETARY FOR
TERRORI SM AND FI NANCI AL | NTELLI GENCE, U.S. DEPARTMENT OF
TREASURY

M. Nelson. Thank you so nuch, Chairman Wi tehouse,
Chai rman G assl ey, distingui shed nenbers of this caucus. |
amvery much thankful for this invitation to speak today on
behal f of the Treasury Departnent about this critical
nati onal security issue.

| am al so pleased to be here aside ny coll eague from
the Departnent of State, with whomwe work closely on
counternarcotics priorities.

The Treasury Departnent has |ong recogni zed the threat
from noney | aundering |linked to drug trafficking. W are
key inplenmenters of the President's National Drug Contro
Strategy, which identifies counter-illicit finance as a
critical pillar to degrade and di srupt transnati onal
crim nal organi zati ons.

We pursue a nultipronged strategy agai nst these
t hreats, which enconpasses understandi ng risks and mappi ng
TCO financial networks, inposing neasures on financial
institutions. These include reporting suspicious activity,
which directly leads to information for | aw enforcenent;
public-private partnerships that facilitate robust
I nformation sharing; the use of targeted financi al

sanctions to identify and cut off TCGOs, their nenbers,

www.trustpoint.one 800.FOR.DEPO
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their supporters fromthe international financial system
cl osi ng outstandi ng regul atory gaps; and working with
I nt ernational partners.

O course, drug overdose deaths here in the United
States are exacting a terrible toll on American famlies
with, as you noted, an estimated 108, 000 deaths in 2021,
which is an increase of 15 percent fromthe previous year.
But such nunbers do not only represent a public health
crisis. As you said, they also represent a threat to U. S.
nati onal and econom c security.

As docunented in the 2022 National Mney Laundering
Ri sk Assessnent, the novenent and | aundering of drug
proceeds in the United States continues to be dom nated by
traditional nethods and techni ques, such as all-cash
snmuggl i ng, trade-based noney | aundering, and others. Law
enforcenent has been seeing an increase in TCGCs' use of
Chi nese noney | aundering organi zati ons. These offer
services at |lower fees than traditional noney brokers.
They expl oit Chinese currency controls and use
comruni cati on technol ogy effectively.

TCOs are also growi ng confortable with darknet narkets
and the use of digital assets to |aunder funds, although
our assessnent is the size and scope of this activity
remai ns |l ow in conparison to cash-based retail street

sal es.

www.trustpoint.one 800.FOR.DEPO
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In order to address these chall enges, we are
undert aki ng several high-inpact actions. The neasures we
require of certain private sector entities, including due
di I i gence, recordkeeping, and reporting requirenents,
provide the basis for |aw enforcenent investigation of al
manner of illegal activity, including drug trafficking.
This information also inforns the use of sanctions
authorities, which are anong our nost effective tools for
targeting the command, control, and financial facilitation
infrastructure of TCOs worl dw de.

The President's Decenber 2021 executive order,

EO 14059, inposing sanctions on persons involved in the
global illicit drug trade, will support the

adm nistration's priority to disrupt the operations of the
drug cartels, who direct the supply of illicit drugs to

U S. nmarkets. The EO affords our O fice of Foreign Assets
Control greater flexibility to sanction foreign actors

i nvol ved in narcotics trafficking that threaten U. S.
national security.

Qur first tranche of designations under this expanded
authority was in Decenber of 2021, and they targeted TCGCs
based in Brazil, China, Colonbia, and Mexico. The
financial intelligence we collect also inforns our efforts
to close regulatory gaps in order to ensure the U S

AML/ CFT framework is fit for purpose in addressing an

www.trustpoint.one 800.FOR.DEPO
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evolving threat environnment. As you are aware, Treasury is
currently undertaking rul emaking to i nplenent the key

provi sions of the Corporate Transparency Act to deny
illicit actors the ability to hide behind anonynous front
and shel |l conpani es.

Another priority in this category is addressi ng how
drug traffickers exploit the U S. real estate market. Qur
Financial Crinmes Enforcenent Network is pursuing a
rul emaki ng process to address how crimnal actors exploit
the U S. real estate sector by bringing greater
transparency to nonfinance transacti ons.

Anot her i nportant conponent of our counternarcotics
strategy is international engagenent, as you both noted.
My first trip as Under Secretary was to Mexico, and this
was an essential opportunity to build relationships with
key counterparts. While there, | nmet with public and
private sector partners to discuss ways to enhance our
col l aborati on on counternarcotics, human snuggling, and
anti-corruption. W wll also continue to support ongoi ng
adm ni stration efforts to engage China on counternarcotics,
i ncl udi ng encouragi ng and pressing Beijing to curtail the
i1licit diversion of Chinese origin precursor chemcals to
Mexi can drug cartels.

So long as major crimnal organi zations either use or

threaten the U S. financial system the Treasury Departnent

15
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will maintain these significant lines of efforts. So, with
that, I wll close by thanking the caucus again for your
support, and | look forward to your questions.

Thanks very nuch.
[ The prepared statenment of M. Nelson follows:]

[ CAUCUS | NSERT]

www.trustpoint.one 800.FOR.DEPO
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Thank you very nmuch, Under Secretary.
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STATEMENT OF AMBASSADOR TODD D. ROBI NSON, ASSI STANT
SECRETARY, BUREAU OF | NTERNATI ONAL NARCOTI CS AND LAW
ENFORCEMENT AFFAI RS, U. S. DEPARTMENT OF STATE

Anbassador Robi nson. Chai rman Wit ehouse, Co-Chairnman
Grassl ey, and distingui shed nenbers of the caucus, thank
you for this opportunity to testify before you today and to
join ny good friend Brian Nelson, the Under Secretary at
Treasury, regarding the Bureau of International Narcotics
and Law Enforcenent efforts to attack the financial
networ ks of cartels.

Disrupting the illicit finance of cartels is essenti al
to reduce the devastating inpact of illicit narcotics on
the United States. This is integral to INL's mssion to
keep Americans safe by countering threats fromcri ne,
i1l egal drugs, and instability abroad.

Cartels are nodernized and diversified. They finance
their crimnal enterprises trafficking not only plant-based
drugs, but also precursor chemcals. Along wth fueling
corruption, they are involved with highly profitable
synthetic drug manufacturing, trafficking and snuggling of
humans and wildlife, network hacking, and illicit mning.
They have access to gl obal supply chains and markets,
combined with their local influence in areas wth weak
governance structures and instability.

The results have been devastating. Drug overdoses

www.trustpoint.one 800.FOR.DEPO
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were responsi ble for over 100,000 deaths in the United
States last year. Synthetic opioids, especially fentanyl
are now the | eadi ng cause of death for Anmericans age 18 to
45. Most illicit fentanyl is manufactured in or trafficked
t hrough Mexico, but the challenge of chem cal control is

gl obal .

The throughline to all of it is noney. Tackling
illicit finance is one way the admnistration is assisting
our international partners to counter crimnal groups.

Over the last 3 fiscal years, INL has programmed and

i mpl emented approximately $85 mllion in funds to address
i1licit finance related to narcotics. |INL acconplishes
this through four main prongs.

First, INL, along with Treasury, the Departnent of
Justice, and other U S. Governnent partners -- and ot her
U.S. Governnent entities, partners to support international
standards from bodi es such as the Financial Action Task
For ce.

Second, we work with partner governnents to strengthen
| egal and regul atory reginmes and reduce vulnerabilities.

Third, INL nobilizes technical expertise to enable
partners to respond to energing threats, including digital
assets such as cryptocurrencies and vul nerable sectors |ike
online ganbling and illicit m ning.

Finally, I NL manages corruption-related visa

www.trustpoint.one 800.FOR.DEPO
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restrictions targeting individuals connected with illicit
fi nance and prograns chanpi oning anti-corruption efforts.

In the Western Hem sphere, |INL assistance pronotes
effective justice systens, nonconviction-based asset
forfeiture to counter illicit finance networks, including
t hose connected to newer cartel revenue sources like
il1licit mning, powerful tools to thwart cartels and conbat
corruption.

In the Asia-Pacific region, in response to the surge
in drug trafficking and illicit proceeds, INL increased
assi stance to East and Sout heast Asia to enhance capacity
to investigate, prosecute, and adjudicate financial crine,
noney | aundering, and drug trafficking. |INL also |everages
multilateral anti-corruption bodies -- including the United
Nati ons, Organization of Anerican States, Asia-Pacific
Econonmi ¢ Cooperation, and G20 -- to press countries to
| npl enment anti-corruption and anti-noney | aunderi ng
obl i gati ons and st andards.

To reinforce our diplomcy and assistance, |INL
aggressively depl oys deterrence tools |like visa
restrictions and rewards prograns granted us by Congress.

Cartels and transnational crimnals wll continue to
devel op new neans to | aunder noney. Consistent with the
Presi dent's budget request, INL needs resources flexible

enough to outpace evolving threats.

www.trustpoint.one 800.FOR.DEPO
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W nust remain ninble in our ability to neet energing
and future noney | aundering and other illicit financing
operations. W are confident that U S. investnent in
bui |l di ng partner capacity results not only in stronger |aws
and nore robust institutions, but also to ultimately save
| ives and keep Anericans safe at hone.

Thank you.

[ The prepared statenent of Anmbassador Robi nson
foll ows:]

[ CAUCUS | NSERT]

www.trustpoint.one 800.FOR.DEPO
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The Chairman. Thanks, Anbassador Robi nson.

Under Secretary Nel son, are you confortable with the
365 percent sanctions increased goal set by the National
Drug Control Strategy?

M. Nelson. Yes. Thank you for that question.

Qovi ously, our commitnent and ny commitnent is to
I ncreasi ng the nunber of counternarcotics sanctions using
EO 14059. But nore than the nunbers, we are really focused
on targeting high-inpact targets in order to nake a real
strategic inpact, and that is reflected in the work that we
have done in terns of evaluating our sanctions authorities
and i npl enenting better practices to ensure they are
efficient and effective.

The Chairman. So you signed off on the 365 percent
goal set by the Drug Control Strategy?

M. Nelson. | amfocused on increasing the strategic
ef fect of our sanctions and increasing the nunbers. W are
absolutely going to increase the efforts using the new tool
under the executive order that we have at 100 percent.
There is no question about that.

But what | have really been focused on is prioritizing
fentanyl and synthetic opioids networks by dedi cating
significant investigative resources to that particul ar
probl em set, which, again, is |ess about the nunbers and

maki ng sure that we are having strategic effect.
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The Chairnman. You nentioned that the benefici al
ownership regs, you are currently engaged in those. You

have been currently engaged since

M. Nelson. Very nuch so.

The Chairman. -- for a very long time now WIIl you
be wrapped up this year?

M. Nelson. Yes. So one thing is we are currently
very much engaged. As you know, we did our Notice of
Proposed Rul emaki ng of Decenber of 2021 on the reporting
rule, which is the first piece of the three benefici al
owner shi p rul enaki ngs. W have now recei ved hundreds of
comments, and we are working through those as rapidly as
possi bl e because we view this as a critical piece in
devel opi ng transparency and ability to obviously prevent

the use of our system by drug trafficking organizations and

a nunber of other illicit actors.

So it is a priority, not only of mne. It is a
priority of --

The Chairman. | amsure | can speak for Chairnman

Grassley, who is ny co-author, that we would | ove to see
you guys get this piece of work finished up.

M. Nelson. | would -- only two points -- just thank
you for that. 1[It is incredibly inportant to our work. And
second, in order to effectively inplenent it once we have

these regs in place -- like | said, we are working on it as
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gui ckly as possible -- we are going to need -- FIinCEN is
going to need resources in order to inplenent it
effectively.

The Chairman. Yes. Well, we got you an additi onal
$22 mllion from--

M. Nelson. And we thank you for that. W thank you
for that, and that is --

The Chairman. -- in May, and | had a ot to do with
that there because we are pushing hard on the Kl eptoCapture
stuff, and you are an inportant part of that effort.

M. Nelson. And we very nuch thank you for that.

The Chairman. Senator Grassley and | have the
Conbati ng Money Laundering, Terrorist Finance, and
Counterfeiting Act of 2022. Wuld that help you better
attack financial networks, and do you support that bill?

M. Nelson. So recognizing that our staffs have, |
t hi nk, been in close contact and goi ng through the bill, we
certainly -- and also recognizing that it primarily inpacts
jurisdictions at Departnent of Justice and Departnent of
Honmel and Security, we do agree that it makes inportant
strides towards renmedying deficiency in the U S. AWM
regi me, absolutely.

The Chairman. And last item--

M. Nelson. And we are happy to keep working on it
W th you.
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The Chairman. On GIGCs, we have seen Pabl o Escobar hid
noney in the U S in real estate. A Mxican governor tied
to cartels --

M. Nelson. Yes.

The Chairman. -- has been caught with a | ot of nopney
invested in U S. real estate from Texas to Del aware. What
do you need to do to expand GIGs nationwi de so that this
doesn't happen? So that they just can't get around the
| ocalities where the GICs operate and go to ones where they
know perfectly well they are not operating. How do we
sol ve that?

M. Nelson. So we have put out an Advance Notice of
Public Rul enaking on this question. W agree that GIGs are
tenporary and obviously have Iimted geographic reach. W
support a permanent regul atory solution to address that
probl em of anonymty in the real estate sector. So our
next step will be to publish a draft regulation and a
Notice of Proposed Rul emaking.

The Chairman. Good. Keep novi ng.

M. Nelson. Thanks.

The Chairman. Anbassador Robi nson, one of the
Presi dent's signature proposals has been the Denocracy
Initiative now under way. The Denocracy Initiative pushes
at kl eptocracy and autocracy and corruption around the

gl obe, and it focuses on the international dark econony

25
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t hrough which very often Western rule of |aw nations
support and sustain the kleptocracy, autocracy, and
crimnality that is the bane of our existence, if not our
outright eneny.

And | am wondering if you can assure nme how
effectively the State Departnment at this point has
connected the dots between the Denocracy Initiative, the
I nternational dark noney econony that supports it, and your
purview of illicit finance supporting the internationa
narcotics trade?

Anmbassador Robi nson. Thank you so nuch, Senator, for
t hat questi on.

We are focused on working wth our interagency
partners and our international partners to nmake sure we are
creating effective structures around the world to go after
t hese transnati onal organi zed crimnals and specifically
their assets. W continue to work with the U N W
continue to work with the G20. W continue to work with
FATF to make sure that we are working with our partner
governments to create the structures and create the
net wor ks anong our partner governnments to go after this
il1licit finance.

The Chairman. And the places that all ow or encourage
il1licit funds to be held and hidden are an inportant

i nfrastructure for the narcotics trafficking interests to
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di spose of, invest, and hide its corrupt proceeds.
Correct?

Anbassador Robinson. That is correct. And that is
why we take very seriously our engagenent w th inportant
countries in the region.

So | traveled to Mexico with Under Secretary Nel son as
my first tripinthis job. | just recently traveled to
Asi a and had di scussions about this in Thailand, Vietnam
and Laos and found themto be willing partners in our
effort to go after trafficking across the board. And I,

2 weeks ago, just came back from Paki stan, where again I
engaged with our partners in Pakistan to focus on working
wWith their agencies and their structures so that we can
nmoni tor better the illicit financing that is happening.

The Chairman. Well, | will wap up by turning it over
to Co-Chair Grassley, but with the observation that there
Is a common thread through a ot of the evil in the world,
and it is the dark econony that supports the evil doers'
ability to hide the assets that they have either extracted
wrongfully fromtheir country or taken in bribes or earned
t hrough crim nal proceeds.

And | think we have got to see that network as a
target inits owm right, and if we can fix that, like in
Star Wars, they took out the death star and everything el se

got better? W need to go after the dark noney death star,

27
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and | hope you continue to pursue that.

Co- Chair Grassley?

Senator Grassley. First of all, I want to apol ogi ze
to ny colleagues and to the witnesses. | have a freeze
problemon ny end here with this instrunent. So if that
happens, it is about 10 seconds you tend to lose until it
straightens itself out. So be patient if | stop in the
m ddl e of my questions to you.

Anbassador Robi nson, | thank you for being here today.
The rel ati onship between China and Mexico with regard to
illicit drugs is very evident. China-based crimnals nake
nmoney by shi ppi ng precursor chemcals to Mexico, where they
are made into fentanyl and shipped into our country.

What is the extent of the Chinese crimnal
organi zation relationship with the Mexican cartels, and why
is it inmportant for policymakers to understand China's
rol e, including any involvenent by the Chinese governnent
as part of the economics of cartels?

Anbassador Robi nson. Thank you, Senator, for that
guesti on.

First of all, I think we have to be careful about
| i nki ng the Chi nese governnent with Chinese cartels and
Mexi can cartels. | don't think we have nmade that direct
link yet. But you are absolutely right. There is no doubt

Chi nese transnati onal organized crinme -- crimna
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organi zations are working with Mexican crim nal

organi zati ons and probably other crimnal organizations to
nove precursors from China, often through sone of our
partner countries like, as | nmentioned earlier, Vietnam
Thai | and, and Laos, to Mexico.

There is no doubt the Chinese governnment is not doing
enough to nonitor these precursor chemcals, to schedule
t hese precursor chemcals, and to know who is collecting
the precursor chemicals on the other end in Mexico. W
continue to try to engage with the Chinese governnent on
this. They have sort of been reluctant to engage with us,
but we keep at it.

We are in very close discussions with the Mexican
governnent. In fact, as you know, Mexican President Lopez
Qobrador is in town today and tonorrow. The Bicentennial
Framewor k, which we have worked out -- which was wor ked out
partially with our colleagues at the Departnent of
Treasury, allows us to do so nmuch nore on synthetic drugs,
attacki ng synthetic drugs the way we attack pl ant-based
drugs and noney | aunderi ng under Merida and al so gives us
an opportunity to work nore closely on the Sout hwest border
w th our Mexican contacts.

So you are absolutely right. The Chinese are not
doi ng enough. The Chi nese governnent is not doi ng enough.

The Chinese cartels are working with Mexican cartels, and
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we are working closely with Mexico, trying to engage nore
with China on this issue.

Senat or Grassley. Do you have any suggestions of any
steps Congress should take to help you with this probl enf

Anbassador Robi nson. No, | think Congress has
actually done a very good job in supporting us in this
effort. Wat | would say is -- and you probably heard this
alot fromthose of us in INL -- flexibility with the
resources you graciously give us is key. And our ability
to nove noney around to prograns and projects quickly could
al ways be nore hel pful.

Senator Grassley. Also to you, Anbassador Robi nson,
cartels across the globe fuel corruption in our devel opi ng
nations to |aunder their noney. Young denocratic
governnents and judicial systens often fail to address this
i ssue due to | ack of capacity.

China's gl obal reach and international influence is
extensive, especially in the devel opi ng worlds of South and
Sout heast Asia. |INL support of the Departnent of Justice
OPDAT and I CI TAP progranms is critical to building anti-
noney | aundering capacity in these regions.

What is the INL doing to ensure that OPDAT and | Cl TAP
prograns are being used in the best way to conbat noney
| aundering and related corruption in the devel opi ng worl d,

especially in Southeast Asia? How can these prograns be
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i nproved, if at all?

Anbassador Robi nson. Thank you agai n, Senator.

The INL is working very closely with OPDAT and | Cl TAP
on prograns again in the countries that | nmentioned --

Vi etnam Laos, and Thailand. W work very closely. W
have great programming in those countries.

We are al so expandi ng our progranmng in Mexico, in
Central Anerica, all with the aimof increasing the
capacity of our partner countries to nonitor illicit
financing and anti-noney | aundering. W wll continue to
support our colleagues in the Departnment of Justice at
OPDAT and I ClI TAP in those endeavors.

We also -- | should nention we have great progranm ng
in the Cari bbean. W have noticed increased activity by
Chi nese transnati onal organized crimnal networks in the
Cari bbean. OPDAT and I CI TAP are there. W are working
hand-i n-hand to make sure that we are working with our
Cari bbean partners to go after these networks.

Senator Gassley. GCkay. M. Chairman, ny tinme is up.
| have sonme questions | will submt to Under Secretary
Nel son for answer in witing.

The Chairman. Qur other coll eagues who are present
have signed off. So it is just the two of us. |[If you want
to do anot her round, | have got a couple of questions that

| wll ask, if that is all right?
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Senator Grassley. Could | do one question to Under
Secretary Nel son?

The Chairman. Right now, sure. You go ahead.

Senator Grassley. And then | will have to -- | wll
have to go to the floor to vote.

| thank you, M. Nelson, for comng. You hold an
i nportant role in our fight against illicit drug use by
renmovi ng financial incentives to deal. |In addition to drug
enforcenent, investigating and prosecuting noney | aunderi ng
crimes will help to reduce the profit that acconpani es drug
trafficking. This focus is critical to our Nation
experienci ng record-breaki ng overdose deat hs.

We know that as anti-noney | aundering | aws becone
stricter, cartels are forced to becone nore creative and
sophisticated in the way that they | aunder this noney. So
| would like to know your views on whet her bul k cash
smuggl i ng remai ns conmon and what ways have the financi al
net works of drug cartels becone nore sophisticated in
trying to avoid | aw enforcenent, particularly with
t echnol ogi cal advancenents and autonati on?

M. Nelson. Thank you for that question and totally
agree with you that this continues to be an incredibly
dynam c problem set that we are facing. And we see the
I ncredi bl e consequences of this illegal drug trade and use

of not only our financial system but in the international
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financial systemin order to support it.

| would say we are still seeing traditional noney
| aunderi ng techni ques, as you noted, |ike cash-based
transfers. But that being said, we are starting to see
drug traffickers use new technol ogies to skirt our AWM
laws. Particularly, we are seeing drug trafficking
organi zati ons and ot her transnational crim nal
organi zati ons becom ng nore confortable with so-called
darknet markets and use of virtual currency to | aunder
funds, although, again, sort of the size and scope of the
proceeds that are generated on those platforns renmain
relatively low just in conparison to cash.

So we are looking closely in that vein at sort of
illicit financing risks that we face in the context of
virtual assets, and given that there is a |l ack of
i nternational inplenentation of AML/ CFT standards across
virtual assets, how we can work with partner countries in
order to create consistency in our AM./CFT obligations for

virtual assets, which will be incredibly inportant.

And we, at the Treasury Departnent, have sanctioned a

nunber of key nodes within that ecosystem i ncl uding

virtual asset service providers, darknet markets including

t hose associated with Russia and other types of nodes, I|ike

m xers that are designed to or at |least in practice can

sort of obtuse and prevent us frombeing able to identify
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t he beneficial effectively owner of that particul ar virtual
asset .

So we are working hard in this area because we do view
it as a source of significant risk and | ook forward to
continuing to obviously work with Congress on not only in
identifying the risk, but identifying tools, techniques,
and sol utions goi ng forward.

Senator Grassley. This will be ny |ast question. How
are FinCEN and the O fice of Foreign Assets Contro
adapting their approaches to conbat these new threats?

M. Nelson. Yes. So we are doing a lot in that vein.
So FinCEN recently rel eased an advisory on illicit activity
I nvol ving convertible virtual currency. Happily, Fi nCEN
if | can say, | think it is sort of within our Governnent,
has been really the | eader on this i ssue because they have
been | ooking at virtual assets going back to, | believe,
2014. So it has been al nost a decade.

And as you know, under the Anti-Mney Laundering Act,
it clarified that virtual assets were also subject to
supervi sion by FinCEN as effectively as a fiat currency.

So these are going to be really inportant tools in our
ability and ny teamat FinCEN s ability to regulate this
space.

Senator Grassley. Thank you, M. Chairman. | am

going to sign off now.
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The Chairman. Thank you, Co-Chair G assl ey.

I wll follow up on Senator Grassley's |ast question
by inquiring with respect to the Chinese noney | aunderi ng
activities, you nentioned bul k cash, darknet,
cryptocurrenci es, and other nethods, have you been able to
use sanctions agai nst any Chi nese noney | aunderi ng
or gani zati ons?

M. Nelson. Yes. As part of the new executive order
that the President signed in Decenber of |ast year, our
first sort of tranche of designations related to these
Chi nese-based entities that are sendi ng precursor chem cals
to Mexico, as well as the financial infrastructure that
supports that.

So that has been a focus. In terns of the virtua
asset space, as you know, virtual coins are nowillegal in
China. So we see less of that type of engagenent in China
as opposed to other parts of the world.

The Chairman. Anbassador Robi nson --

Anbassador Robi nson. Senator? No, | just wanted to
chinme in on the end of that.

The Chairman. Chine in.

Anbassador Robi nson. W are working very closely with
OPDAT globally to help train governnments on noney
| aunderi ng techni ques using cryptocurrencies. SO0 --

The Chairman. The Chi nese gover nnent ?
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Anbassador Robi nson. | am sorry?

The Chairman. The Chi nese governnment you are
training?

Anbassador Robi nson. No, no, no, no, no. No. CQur
partner governnents. So in Vietnam in --

The Chairnman. Got it. Laos, Thailand, yes.

Anbassador Robi nson. -- Laos, in Thailand. The
bottomline in particular, we have a 5-year -- a 5-year
program wor ki ng, helping themwork with their financial
intelligence units.

The Chairnman. Because ny understanding is that the
Chi nese governnent has not been very hel pful about
addr essi ng noney | aunderi ng concerns.

Anbassador Robinson. That is correct.

The Chairman. The Bi centennial Franmework hel ps
coordinate our efforts with Mexico. Have you seen any
progress under that framework in dealing with financi al
net wor ks of Mexican cartel s?

Anbassador Robi nson. The Mexi cans have gone after
financial noney | aundering cartels very aggressively, and
some of that has been because of our engagenent through the
Bi cent enni al Franmewor k.

I would al so add, though, that they are not doing it
out of altruistic reasons. There is a grow ng demand for

the drugs that are being sent to the United States in
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Mexi co. They recognize that. They understand the
chal l enges they face with that. They see it happening in
our country. And so it is in their interest to go after
t hese networks, and | woul d argue that they are doing so
aggressi vel y.

The Chairman. Good. Last question, and for both of
you, | amtrying to continue to build a record for the
ENABLERS Act. It is part of the 2021 United States
strategy on countering corruption to nake sure that what is
called by that strategy "key gatekeepers to the financi al
systen’ cannot evade scrutiny.

We all know that if you are a bank, you have to foll ow
robust anti-noney | aundering procedures and that banks have
gotten readily accustoned to follow ng those. But all you
have to do is go across the street to the investnent
advi ser, and you can do all the things that woul d be
illegal if done with the banks with the investnent adviser
or the realtor or through a law firm

And how inportant do you think it is for Congress to
give you the tools to expand beyond just the banking
i ndustry and apply anti-noney |aundering authorities to all
t hese ot her key gatekeepers? Under Secretary first, then
we will close out with Arbassador Robinson, and I will go
vot e.

M. Nelson. Very good, and absolutely |look forward to
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continue to work with you on this question.

We absolutely agree that there are financi al
I nternmedi ari es, gatekeepers and the |ike, that are
obvi ously not covered by conprehensive AM./ CFT obli gati ons,
and we are | ooking at this question in particular very
cl osely, as you can inmagine, with new urgency and | think a
new spotlight in the context of what we are seeing out of
our Russian Elites, Proxies, and digarchs work and the
I nternational task force that we have created in support of
that, as well as consistent with the strategy on countering
corruption that the adm nistration put out |ast year.

The Chairman. No doubt whatsoever that the key
gat ekeepers shoul d be covered?

M. Nelson. And one of the things that we are doing,
| think as you are aware, we have the authority to issue
regul ations to extend BSA obligations to investnent
advisers. So that is sonething that we are actually
| ooking at in terns of a new rul emaki ng.

The Chairman. Well, | would encourage you to proceed
wi th vigor and dispatch.

Anbassador Robi nson, sanme question.

Anbassador Robinson. | totally agree with ny
col |l eague at Treasury. W think it is inportant to go
after the mddl emen, the enablers. The adm nistration's

executive order, expanding on the Kingpin Act, allows us to
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do that, and we are all for it.

The Chairman. Geat. Well, we will continue to try
to provide you the authorities and the resources you need.

I will close with where | began, which is that | think
that the international dark econony, as a network, as a
pi ece of infrastructure, is a very dangerous thing. It
enabl es conduct that is antithetical, anathema even, to our
val ues and to our national security. And yet a
consi derabl e nunber of Anerican and other rule of |aw
country professionals engage in this conduct because we
have not stopped them

And in that sense, we, the rule of law countries, are
giving aid and confort to our enemes in a clash of val ues
that often results in actual kinetic harmin places |ike we
are seeing it in Wkraine right now, but there are nany
ot her places where a lot of cruelty and viol ence takes
pl ace because this conduct is facilitated by our side of
the rule of |aw versus non rule of |aw world.

So thanks very much for your efforts to fight this
fromthe front lines, and we will try to keep sending you
aut horities and resources.

M. Nelson. Thank you so nuch.

Anbassador Robi nson. Thanks, Senator.

The Chairman. The hearing is concluded. My virtual

gavel falls, and anybody who has any questions will have to

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

40

file them as questions for the record, and we would ask you
to respond pronptly to them when as and if received.

Thanks very nuch, both.

Anbassador Robi nson. Thank you, Senat or.

M. Nelson. Thank you.

[ Wher eupon, at 2:51 p.m, the caucus was adjourned. ]
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